Path/query Operation Method Data In In-Type Data Out Out-Type isAuth Token |Required Status Code Constraints
Users
POST username
firstName
lastName 201-created 400- |username,first and last name -
Create a user email user_id bad request 409- non empty, valid email, min-
/user account password string isAuth token string Yes conflict length: password
200-0k
401- unathorized
(email not verified)
username 500-internal server
/user/login login POST password string string yes Yes error
/user/logout logout POST user_id int boolean 200-ok
profilePhoto
username
firstName
lastName
Update user password
/user information PATCH email string modified data | object Yes password
username
firstName
lastName
password
/user Get user info GET email object username = string
username
/user Delete user DELETE userld string.int boolean yes
username
/user/friends/:username Find users GET userld string userData array username = string
Send a friend
/user/friend-request/:friendld request POST int boolean yes
Accept friend
/user/friend-request/:requestld request POST string boolean yes decision={accept | reject}
/user/friends Get friends list |GET friend user_id  |array
Juser Remove friend |DELETE friend_id int boolean yes
Broadcast
(B)
Messages
Get B-
/broadcast/messages messages GET message_id array limit = 20
Send B- message_id
/broadcast/messages message POST message string message int
Comment on B- message_id
/broadcast/comment-message message POST message int, string message int
Repost B-
/broadcast/repost-message message POST message_id int message_id int
Bookmark B-
/broadcast/bookmark-message message POST message_id int boolean
Get the user's user_id limit =10
/broadcast/user-message B-messages GET int messages array userld.blocked = false
Block user's B- user_id
/broadcast/user-message/block/:userld |messages DELETE message_id int boolean



http://string.int/

Group (G)

Chat/Conversa
tion
groupName
accessibility (pls
specify) group_id,
User creates users' ids groupName groupName,
/group group POST friend isValid string, array<int>| created_at int user_id
Invite member user_id Success, group_id,
/group/invitation to group POST group_id int Manage boolean yes user_id
group_id Success, group_id,
/group/joined Join a group POST user_id int joined_at boolean yes user_id
group_id Success, group_id,
/group Leave a group |DELETE user_id int Message boolean user_id
Ban member user_id success user_id,
/group/ban-user from group POST banned_user_id [int banned_at boolean yes banned_user_id
Transfer
ownership of group_id Success group_id
/group group PATCH new_owner_id |int new_owner_id |boolean yes New_owner_id
X group_id
group_id new_name
logo_file logo_file
Update Group background modified group background
/group info PATCH visibility int info array visibility
success
/group Delete group DELETE group_id int, string deleted_at int yes group_id
Get all G- messages
/group/messages messages GET group_id pagination group_id
Search in chat_id message_id chat_id
/group/messages/:keyword Conversation GET keyword keyword keyword = string
Send G- message message_id chat_id
/group/message message POST chat_id timestamp message
group_id group_id
/group/alert Hide alert PATCH alert_id success alert_id
user_id success conversation_id
/group/read Read receipt POST conversation_id read_at user_id
file_url
/group/backup Chat backup POST group_id backup_time yes group_id
Direct (D)
Messages
friend_id friend_id
/messages/chatld Get chat ID GET user_id int chat_id int user_id
pagination
/messages Load messages |GET chat_id int message array chat_id limit = 20
Send a D- timestamp chat_id
/messages message POST chat_id int, sting message_id int message
chat_id
message message_id message_id
/messages Edit messages |PATCH chat_id int updated_at string message
message_id
message success message_id
/messages Delete message | DELETE chat_id int deleted_at boolean chat_id




message_id chat_id

chat_id message_id
/messages/pin/:message Pin message POST tagged message message

chat_id

message_id message_id chat_id
/messages/share Content sharing |POST shared_url int, string shared_at string shared_url

chat_id

Forwarding message_id success chat_id

/messages/forward Content POST int, string forwarded_to message_ide





























































